Pe>xum SilentPay

® [lepegava napaMeTpoB nnaTexa
® JlononHuTenbHble napameTpsbl (ans CrM)
® 3D-Secure aBTopusaums

© 3D-Secure aBTopu3aums No NpoTokony sepcmn 1
© 3D-Secure aBTOopM3aunsa No NpoToKosy Bepcumn 2

CKpbITbIA peXxuM nnaTexa, npyv KOTOPOM BCe AaHHble 0 3aKase, O MoKynaTesie, 0 Cnocobe onnaTbl U NAATEXHOM CPeACTBe nepefaloTcst
HEenocpesCTBEHHO NPeanpUSTUEM, MOXET 6biTb BbINOJIHEH C UCMOJ/Ib30BAHWEM KapTbl MW TOKEHa.

Mepenaya napaMeTpoB niaTexa

[ns paboTbl B AJaHHOM pexuMe NpeaycMoTpeH web-cepsuc silentpay.

URL 3anpoca ans CKpbITOro pexuMa onnathbl:

https://<SERVER-NAME>/pay/silentpay.cfm

MapameTpbl NnepepatoTca Metogom POST B Tene 3anpoca B dopMaTe «kao4Y=3HayeHue», SOAP 3anpocom, nmbo B ¢popmaTte JSON
(swagger onucaHue: https://docs.assist.ru/swagger/).

Cnucok napameTpoB, NepeAaBaeMbiX B pexume silentpay:
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HoMep 3aKka3a B cMCTeMe pacyeToB NpeanpusaTus.

CyMMa nnaTtexa B OpurnHanbHoi BantoTe (Hanpumep, 10.34)

Koa BantoTbl, B KOTOPOW yka3saHa cymMma nnatexa OrderAmount (RUB, USD, EUR)

KomMmeHTapwui

Mpu3HaK aBTopmM3aummn 6aHKOBCKOM KapTbl MPpU ABYCTaAUMHOM MexaHu3Me paboTbl

A3bIK ABTOPU3ALMOHHbBIX CTpaHNL

IP appec nokynatens. MNapameTp aBnseTca oba3aTenbHbIM AN npoTokona 3-D Secure Bepcun 2.


https://docs.assist.ru/swagger/

Cardt Hert 1 - VISA MaeHTudukaTop TMNa kapTbl AN onnaTbl.
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6 - MIR
Card [a Homep kapTbl
num
ber
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Npu BO3MOXHOCTU

2 - Bcerpa

KOHBEPTMPOBaTb
For Het 1-Csv 1 dopmat Bblgaun pesynbrtaTa. Ecnm 3anpoc nepeaaH B dopmaTte SOAP, To oTBeT Takxe 6yaeT B
mat 3 - XML SOAP, B oCTanbHbIX Cy4yasix B COOTBETCTBUM C NepeAaHHbIM 3HavyeHMeM ¢opmara.

4 - SOAP

5 -JSON
Sign | Hert CTpoKa dopmMupyeTcst CTpoKa no onpeaesieHHbIM npasuiam.

ature
Ha 6a3e 3Toli cTpoku anroputMoM MD5 dhopmupyeTcs aanaxect. [danaxecTt noanucbiBaeTcs
3aKpbITbiM RSA knto4oM MepyaHTa. [AnunHa kntoda - 1024. MonyyeHHas 6ainiToBas
nocneaoBaTeNbHOCTb ABASETCA NOAMNWUCLIO MarasunHa. Moanuce nepefaeTcs HaMm B BUAE
AOMNONHUTENBbHOrO NapameTpa, 3aKoAMPOBAHHOMO B BuAe CTpokn BASE64.

BHuMaHume! MNapameTp Heo6X0AMM As Toro, YTobbl o6e3onacuTb nepesaBaeMble
[laHHble OT BO3MOXHOCTM UX MOAMEHbI 3/10yMbllUIEHHUKaMK. CneayeT Takxe
BKJTHOUYMTb HACTPOMKY MPOBEPKM Koda unun noanucu B JIK.



https://docs.assist.ru/pages/viewpage.action?pageId=5767275
https://docs.assist.ru/pages/viewpage.action?pageId=15728673#id--sign
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Mpu3HaK peKyppeHTHOro niarexa

MuHMManbHasi CcyMMa peKyppeHTHbIX nnatexen. MNapameTp obsizateneH npu RecurringIndicator
=1

MakcumanbHas cymMMa peKyppeHTHbIX nnaTtexei. MapameTp obs3aTteneH npu RecurringIndicator
=1

MeprnoanyYHOCTL peKyppeHTHbIX NnaTexen B AHAX. MapameTp obs3aTeneH npu
RecurringIndicator = 1

[laTa oKOHYaHMA peKyppeHTHbIX nnaTtexen. NMapameTp obsi3ateneH npu RecurringIndicator = 1

BHYTpEeHHWI1 HOMEpP KWEHTa NpeanpusaTus (MepyaHTa)

B cny4yae ycnewHoro nnarexa paspellaeT CoOXpaHaTb KapTy No aHHOMY HOMepy K/IMeHTa Ans
nocneaywmx nnaTexen.

Ecnu kapTa ana AaHHOro HoMepa K/iMeHTa yxe 6blia coxpaHeHa paHee, TO napameTp
UrHOpUpYeTCS.

MpusHak oTkntodeHns 3-D Secure.

Mcnonb3oBaHWe Takoro pexuma paboTbl BO3MOXHO MO cornacoBaHuio ¢ Assist. [ns
HacCTpPONKM HeobXxoaAnMO 06paTUTLCA B CYXOy TEXHMYECKOW NOoAAEPXKN support@assi
st.ru

Mpwv “cnonb3oBaHMM NapameTpa ero Heo6xoAnMo A06aBNsATL M B NOANUCH 3aKasa,
KoTopas hopMUpyeTcs Mo onpesesieHHbIM NpaBuiam.

0]

Tun nnartexa, BbIbpaHHbIA NnaTenbLMKOM Npu onnaTte 3akasa (kapton nnm yepes CBI).

NaeHTudMKaTOp nosyyaTens AEHEXHbIX CPeACTB (HoMep ornlauMBaemMoro TenedoHa)

*MNepepaya AaHHbIX NOKynaTens He ABnsieTcs 06s3aTeNbHOM, HO NPWU OTCYTCTBUM NONS email KNNeHTy He 6yaeT oTnpaBfeHbl
yBeAoMneHne 06 onnaTte u pucKanbHbIM YeK Aaxke B TOM C/lyyae, ecin y MepyaHTa YCTaHOB/IEHbl COOTBETCTBYHOLUME HACTPOWKM. Mpun
OTCYTCTBUM 3TUX NapaMeTpoB Takxe 6yAyT orpaHMYeHbl BO3MOXHOCTU paboTbl cucteMbl CMM 1 nepefaya AONONHUTENbHBIX NapaMeTpoB
ayTeHTUdwuKaumm no npotokony 3-D Secure Bepcum 2.

[ns duvckanvsauum nnatexa B 3anpoce MOryT nepeaaBaTbCs AOMONHUTENbHbIE MapaMeTpbl A5 POPMUPOBAHUS KOPPEKTHOTO
yeka. OnucaHne AONOMIHUTENbHbIX NapaMeTpoB NpUBEAEHO B pasaene "PexuMbl nepegadn AaHHbIX yeka'.

Mpumep 3anpoca HTTP POST npoBeaeHust nnaTexa B CKPbITOM pexuMe silentpay:


mailto:support@assist.ru
mailto:support@assist.ru
https://docs.assist.ru/pages/viewpage.action?pageId=5767275
https://docs.assist.ru/pages/viewpage.action?pageId=5768155

<FORM ACTI ON="ht t ps: / / SERVER- NAME/ pay/ si | ent pay. cfm " net hod="POST" >
<I NPUT TYPE="hi dden" NAME="Merchant_| D' VALUE=" Merchant_| D'>
<I NPUT TYPE="hi dden" NAME="Logi n" VALUE=" ">

<I NPUT TYPE="hi dden" NAME="Password" VALUE=" ">

<I NPUT TYPE="hi dden" NAME="Order Number" VALUE="011001-10">

<I NPUT TYPE="hi dden" NAME="Order Amount" VALUE="22">

<I NPUT TYPE="hi dden" NAME="Order Currency" VALUE="RUB">

<I NPUT TYPE="hi dden" NAME="Order Corment" VALUE=" 011001-10">
<I NPUT TYPE="hi dden" NAME="Del ay" VALUE="0">

<I NPUT TYPE="hi dden" NAME="isConvert" VALUE="1">

<I NPUT TYPE="hi dden" NAME="Language" VALUE="RU'>

<I NPUT TYPE="hi dden" NAME="Client!|P" VALUE="IP ">

<I NPUT TYPE="hi dden" NAME="Cardtype" VALUE=" ">

<I NPUT TYPE="hi dden" NAME="Cardnunber" VALUE=" ">

<I NPUT TYPE="hi dden" NAME="Cardhol der" VALUE=" ">

<I NPUT TYPE="hi dden" NAME="Expirenonth" VALUE=" - ">

<I NPUT TYPE="hi dden" NAME="Expireyear" VALUE=" - ">

<I NPUT TYPE="hi dden" NAME="Cvc2" VALUE=" CVC2 CwW2">

<I NPUT TYPE="hi dden" NAME="Lastname" VALUE=" ">

<I NPUT TYPE="hi dden" NAME="Firstname" VALUE=" ">

<I NPUT TYPE="hi dden" NAME="M ddl enane" VALUE=" ">

<I NPUT TYPE="hi dden" NAME="Enmil" VALUE="Enmail ">

<I NPUT TYPE="hi dden" NAME="Address" VALUE=" ">

<I NPUT TYPE="hi dden" NAME="Homephone" VALUE=" ">
<I NPUT TYPE="hi dden" NAME="Wbrkphone" VALUE=" ">
<I NPUT TYPE="hi dden" NAME="Mbbi | ephone" VALUE=" ">

<I NPUT TYPE="hi dden" NAME="Fax" VALUE=" ">

<I NPUT TYPE="hi dden" NAME="Country" VALUE="">

<I NPUT TYPE="hi dden" NAME="State" VALUE="">

<I NPUT TYPE="hi dden" NAME="City" VALUE="">

<I NPUT TYPE="hi dden" NAME="Zip" VALUE=" ">

<I NPUT TYPE="hi dden" NAME="Test Mbde" VALUE=" ">

<I NPUT TYPE="hi dden" NAME="Format" VALUE=" ">

<I NPUT TYPE="hi dden" NAME="Cener at eRecei pt" VALUE="1">
<I NPUT TYPE="hi dden" NAME="Tax" VALUE=" ">

<I NPUT TYPE="hi dden" NAME="Recei ptLine" VALUE=" ">
<I NPUT TYPE="hi dden" NAME="FPMbde" VALUE=" ">

<I NPUT TYPE="Subm t " ></ FORW>

OnucaHue Beb-cepsBuca ansa popmata SOAP:
https://<SERVER-NAME>/pay/silentpay.wsdl

Cnuncok Bo3BpaLlaeMblxX NnapaMeTpoB:
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https://test.paysecure.ru/pay/silentpay.wsdl
https://test.paysecure.ru/pay/silentpay.wsdl
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operati = Tun onepauuun
ontype

packet = [Jata dpopmMmpoBaHusa 3anpoca no MpuHeuuy (GMT)
date

signatu | NMoanwuck. Co3gaeTcs no cneayowemy anroputmy:
re
1. ®opmMupyeTcs obbeamHéHHasa CTpoka U3 napaMeTpoB (B UX CTPOKOBOM npeacTaBieHnn, B hopMaTe Kak OHW nepeaaHbl B
oteeTe): billnumber, ordernumber, responsecode, orderamount, ordercurrency, meannumber, approvalcode, orderstate,
packetdate (6e3 pa3anenutenen)
2. Mony4yeHHas CTpoKa NoAnNuCbIBaeTCa 3aKpbITbiM KAo4oM AMNK Accucr.
3. UToroBasi nocnenoBaTtenbHOCTb 6anT koaupyetcs B BASE64.
pareq MakeT 3anpoca no 3D-Secure aBTOpU3aLnmn
ascurl | Aapec ans nepeagpecauuu nnaTenbLlmnka Ans npoxoxaeHus 3D-Secure aBTopmsaumm
MapameTpbl CBIT**

fastpay @ Ccbinka ¢ QR-kogom ans onnatbl
url

fastpay = Cpok AelCTBUS CCbIIKM ANns onnaTbl (aaTa u Bpemsl)
timeout

fastpay = Tun ccbinkn, grdynamic — puHamMmmnyeckas
type

*MMapaMeTpbl HE NepefatTCca B Cayyae NpUCyTCTBUSA B 3anpoce 3HaveHus fastpaypayment ana tuna nnatexa (onnata vyepes CBIM).

**apaMeTpbl NepeaaloTcs TOMIbKO B C/lydae NpUCYTCTBMS B 3amnpoce 3HadveHus fastpaypayment nns Tuna nnatexa (onnarta yepes CBM).

@ [Mpn ncnonb3oBaHMKM CEPBUCA MMEKOTCS OrpaHMYeHns No NPON3BOAUTENbHOCTH.

Pe3synbTaT 3anpoca B 3aBMCUMOCTM OT BblibpaHHOro cdhopMmaTa nonyyeHus 6yaeT BbirnsaeTs cnegyrowmm obpasom.

B ¢opmaTe CSV:

B dopmaTte XML:


https://docs.assist.ru/pages/viewpage.action?pageId=78512429

<?xm version='"1.0" encodi ng=' UTF-8' standal one='yes' ?>

<! DOCTYPE result [
<result firstcode=
<or der s><or der >
<or der nunber > </ or der nunber >
<responsecode> </responsecode>

<r ecommendat i on></r ecommendat i on>
<message></ nessage>

<or der comrent ></ or der conment >

<or der dat e> </ or der dat e>

<anount > </ anount >

<currency> </currency>

<nmeant ypenanme> </ neantype>

<meannunber > </ neannunber >

<l ast nane></| ast nane>
<firstname></firstnane>

<m ddl ename></ ni ddl enanme>

<i ssuebank> -</ issuebank >

<emai | > </ emai | >

<bankcountry> -</bankcountry>

<rate> </rate>

<approval code> </ approval code>

<meansubt ype> </ neansubtype>

<car dhol der > </ car dhol der >
<cardexpirationdate> </cardexpirationdate>
<i paddress>| P- </i paddress>

<pr ot ocol t ypenane> </ protocol t ypenane>
<t est node> </ testnode >
<cust omer massage> </ custoner massage >
<or der st at e></ or der st at e>

<processi ngname> </ processi ngnane>
<oper ationtype> </ operationtype>

<bi | I nunber > </ bi | | nunber >

secondcode=" count="- ">

<or der anount > </ or der amount >
<ordercurrency> </ordercurrency>
<paket dat e> </ paket dat e>

<si gnat ure> </ si gnat ure>
<pareq> pareq </ pareq>
<ascurl >URL - </ascurl>

</ order></orders></resul t>

B ¢opmaTte SOAP:



<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
<soapenv: Envel ope xnm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns:ws="http://ww. paysecure.ru/ws/">

<soapenv: Header/ >

<soapenv: Body>

<ws: Si | ent PayResponse>

<r et urn>

<order nunber xsi:type="xsd:string"> </ordernunber>
<responsecode xsi:type="xsd:string"> </responsecode>
<recommendati on xsi:type="xsd:string"></reconmendati on>
<message Xxsi:type="xsd:string"></ message>

<ordercomrent xsi:type="xsd: string"></ordercoment >
<orderdate xsi:type="xsd:string"> </ or der dat e>

<anmpunt xsi:type="xsd:string"> </anmount>

<currency xsi:type="xsd:string"> </currency>

<neant ypenane

xsi:type="xsd: string"> </ nmeantype>

<meannunber xsi:type="xsd:string"> </ meannunber >

<l ast nane xsi:type="xsd: string"></|astnane>

<firstnanme xsi:type="xsd:string"></firstnane>

<m ddl ename xsi:type="xsd: string"></m ddl enane>

<i ssuebank xsi:type="xsd:string"> -</issuebank>

<emai | xsi:type="xsd:string"> </ emmi | >

<bankcountry xsi:type="xsd:string"> -</bankcountry>

<rate xsi:type="xsd:string"> </rate>

<approval code xsi:type="xsd:string"> </approval code>
<meansubtype xsi:type="xsd:string"> </ neansubtype>

<car dhol der xsi:type="xsd: string"> </cardhol der>
<cardexpirati ondate xsi:type='xsd:string' > </cardexpirationdate>
<i paddress xsi:type="xsd:string">|P-

</i paddr ess>

<protocol typenane xsi:type="xsd:string"> </protocoltypenane>
<testnode xsi:type="xsd:string"> </ testnode>
<cust oner massage xsi:type="xsd:string"> </custonernmassage>
<orderstate xsi:type="xsd:string"></orderstate>

<processi ngnanme xsi:type="xsd:string"> </processi ngnane>
<operationtype xsi:type="xsd:string"> </operationtype>

<bi | | nunber xsi:type="xsd:string"> </billnunber>

<order anpunt xsi:type="xsd:string"> </ or der anpbunt >
<ordercurrency xsi:type="xsd:string"> </ordercurrency>
<paketdate xsi:type="xsd:string"> </ paket dat e>

<signature xsi:type="xsd:string"> </signature>
<pareq xsi:type="xsd:string"> pareq </ pareq>
<ascurl xsi:type="xsd:string">URL - </ascurl>
</return>

</ ws: Si | ent PayResponse>

</ soapenv: Body>

</ soapenv: Envel ope>

PesynbTaT 3anpoca npu onnate 4yepes CBIN B popmaTe SOAP:



<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
<soapenv: Envel ope xnl ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/" xm ns:ws="http://ww. paysecure. ru/ws
/">

<soapenv: Header/ >

<soapenv: Body>

<ws: Si | ent PayResponse>

<r et urn>

<or der nunber >si | ent -t est - 101468</ or der nunber >

<bi | | nunber >599093519074915. 1</ bi | | nunber >

<t est nnde>0</t est node >

<or der conment ></ or der conmrent >

<or der anount >31. 79</ or der anount >

<or der curr ency>RUB</ or der curr ency>
<firstname>Aut o</ firstname>

<l ast nane>Test </ | ast nane>

<m ddl ename></ i ddl enanme>

<emai | >nul | @ssi st.ru</emil >

<or derdat e>14. 06. 2022 11: 39: 19</ or der dat e>
<orderstate>ln Process</orderstate>

<oper at i ont ype>100</ oper ati ont ype>
<anpount >31. 79</ anpunt >

<currency>RUB</ currency >

<rate>l</rate>

<i paddr ess>127. 0. 0. 1</ i paddr ess>

<meant ypenane>QR code</ neant ype>

<r esponsecode>AS300</ r esponsecode>

<message> </ message>

<cust onmer massage> </ cust omer nassage>
<recommendat i on></r ecomrendat i on>

<pr ot ocol t ypename>NET</ pr ot ocol t ypename>

<processi ngname>SbpRuSt </ pr ocessi nghame>

<fast payur| >https://qr. nspk.ru/ ADL0O0006N581DOKV8HUOT2B84344SMB3?
t ype=02&bank=100000000014&sun+3179&cur =RUB&cr c=CCFD</ f ast payur | >
<f ast payti neout >14. 06. 2022 13: 16: 23</f ast payti neout >
<f ast payt ype>qr dynani c</ f ast payt ype>
<paket dat e>14. 06. 2022 11: 39: 23</ paket dat e>

<si gnat ure> </ si gnat ure>

</return>

</ws: Si | ent PayResponse>

</ soapenv: Body>

</ soapenv: Envel ope>

PesynbTaT 3anpoca npu onnate yepes CBIN B popmaTe JSON:



{"silentpay":
{"meant ypenane": "QR code",

"cust oner nessage":" ",
"message":" ",
"t estnode": 0,
"protocol typenanme": " NET",
"operationtype": 100,
"custoner":
{"lastnane":"test",

"firstnane":"test",

"m ddl enanme":"",

"i paddress":"127.0.0. 1",

"email":"null @ssist.ru"},
"orderdate":"14.06.2022 11:40: 43",
"packetdate":"14. 06. 2022 11: 40: 46",
"orderanmount": 1. 99,

"ordercoment":"",
"ordercurrency":"RUB",
"recommendation":""
" processi ngnanme": " SbpRuSt ",
"orderstate":"In Process",
"fastpay":
"url":"https://qgr.nspk.ru/ AD100025MS3FMK9K95LACS1LCQDKB18F?
t ype=028&bank=100000000014&sum=199&cur =RUB&cr c=A77C",
"type":"qrdynam c",
"tinmeout":"14.06.2022 13:17: 46"},
"rate": 1,
"bi | | nunber":"599093519074916. 1",
"currency": " RUB",
"anmount ": 1. 99,
"ordernunber":"silent-test-198954",
"responsecode": " AS300"}}

B cnyuae ycnewHon onnaTtbl kog Bo3BpaTa responsecode npuvHumaeT 3HaveHne AS000.

B cnyuyae HeycnewHol onnatbl responsecode npuHuMMaeT 3HaveHna AS100-AS998 (kpome cneumnanbHoro koga AS110, ecnum
HeobxoauMma aBTopu3aums no 3-D Secure, nogpobHee CM. 34eCh).

Ecnu 3anpoc Ha onnaTty He MoxeT 6biTb 06paboTaH, B pe3ynbTaTte BEPHYTCS HEHYJIEBbIE 3HAUYEHUsI NapaMeTpos firstcode, secondcode.

Ecnn B oTBeTe nonyyeH responsecode AS300, a ctaTychl 3aka3sa (orderstate) n onepauunun (operationstate) - In Process (B npouecce),
TO aKTyasbHblil CTaTyC onnaTbl MOXHO MOJYYUTb NMO3Xe Yepes 3anpoc K CepBUCY MonyyeHus pesynbTaToB orderresult.

Ecnu pesynbTaT onnatbl He Nony4yeH (HanpuMep, BCNeACTBME CETEBbLIX NPO6EM), TO €ro MOXHO MOJYyUYUTb MO3XKE Yepes 3anpoc K
cepBucy orderresult.

Mpumep pe3ynbTaTta 3anpoca B dopmaTte XML, BepHyBLEro ownbKy (HenpaBW/IbHbIN Napob):

<?xm version="1.0" encodi ng="utf-8" standal one="yes"?>
<! DOCTYPE result [...]>
<result firstcode="7" secondcode="102" count="0"></result>

C onuncaHneM nepsoro n BTOPOro Kogos OWMBOK MOXHO 03HAKOMUTLCS 34ECh.

MpeanpusiTue MOXET TakXXe MHULUMUPOBATL NPefoCTaB/IeHNe yCNyr Mo NOANUCKE ANs naaTexei, NpoBoANMbIX Yepes npoueccuHr UCS.

AononHutenbHble napameTpbl (ana CrM)

Onsa marasuHos, paboTatoLwmx No pexumy silentpay, ecTb BO3MOXHOCTb NepefaBaTh paclUMpeHHble AaHHbIE O KIMeHTe ANs
MCMNONb30BaHNA UX CUCTEMOW NPOTUBOAENCTBUS MOLLIEHHNYECTBY.

[oNoNHUTENBHO K OCHOBHOMY CMUCKY MapaMeTpoB, NepeAaBaeMbix B pexume silentpay, MarasumH MoxeT nepefiaTb creayrolime
Heobsa3aTesbHble NapaMeTpbl:

HasBaHue MpuHuMaeMble 3Hau4 OonucaHue
eHuns

HEADER_HTTP_USER_AGENT ' CrpokoBbliit (255 6aint) @ 3aronosok http 3anpoca USER-AGENT


https://docs.assist.ru/pages/viewpage.action?pageId=5767472
https://docs.assist.ru/pages/viewpage.action?pageId=17368407

HEADER_HTTP_ACCEPT CtpokoBbIv (255 6anT) @ 3aronosok http 3anpoca ACCEPT

HEADER_HTTP_ACCEPT_LAN  CrtpokoBbiii (128 6ant) | 3aronosok http 3anpoca ACCEPT-LANGUAGE
GUAGE

HEADER_HTTP_REFERER Crpokosblli (255 6aiiT) | 3aronosok http 3anpoca REFERER
HEADER_REMOTE_HOST CrtpokoBbIit (16 MepemeHHas okpyxeHns REMOTE_ADDRESS.
C/MMBOJIOB)

HEADER_HTTP_FORWARDED  CtpokoBblit (16 6anT) 3aronosok http 3anpoca FORWARDED

HEADER_HTTP_X_FORWARD  CrtpokoBbiii (16 6aiT) 3aronosok http 3anpoca FORWARDED-FOR
ED_FOR

HEADER_HTTP_VIA CrtpokoBbIit (128 6anT) @ 3aronosok http 3anpoca VIA
CLIENT_JS_VER CTpokoBbIit (16 npv nomowm JS
CUMBOJIOB)
CLIENT_LOCAL_TIME CTtpokoBbIit (128 npv nomowm JS
CUMBOJIOB)
CLIENT_SCREEN_RES CTtpokoBbIit (16 Screen.width + 'x' + screen.height
CUMBOJIOB)
CLIENT_SCREEN_COLORS Yuncnosoi (4mcna ot 1 Screen.pixelDepth
0o 24)
CLIENT_JS_BROWSER_NAME CrtpokoBbif (255 navigator.appName
CUMBOJIOB)
CLIENT_TIME_ZONE Yucnosoii (5) BpemMeHHas 30Ha B 4acax.

®opmyna nepesoga: (-GMT_H). Hanpumep, GMT +2 6yaeTt
COOTBETCTBOBATb 3HAYEHUIO -2.

CLIENT_COOKIES CTtpokoBbIit (16
CYMBOJI0B)

CLIENT_JAVA Norunyeckoe (true, navigator.javaEnabled()
false)

CLIENT_STYLESHEETS Norunyeckoe (true, Document.stylesheet.disabled
false)

CLIENT_BROWSER_PLATFORM CrtpokoBbi (64 navigator.platform
cuMBoONa)

CLIENT_SYSTEM_LANGUAGE Crtpokosbin (5 6anT) navigator.systemlLanguage

CLIENT_BROWSER_LANGUA CrtpokoBbliit (5 6anT) navigator. language

GE

CLIENT_USER_LANGUAGE CrtpokoBbliit (5 6anT) navigator. userLanguage

CLIENT_PROCESSOR CTtpokoBbIit (16 navigator.cpuClass
CUMBOJIOB)

CLIENT_CONNECTION CTtpokoBbIit (16 navigator.connectionType
CUMBOJIOB)

CLIENT_HOSTADDRESS CTtpokoBbIit (16 BbluncneHHbin Ha 6a3e HOST_ADDRESS n DNS lookup
CUMBOJIOB)

CLIENT_HOSTNAME CTpOKOBbIV MepemeHHasa okpyxeHus HOST_ADDRESS

(70 cumBoNoOB)

3D-Secure aBTOopUu3auns

[ns MarasuHoB, paboTalowwmx no pexumy silentpay, peannsoBaHa BO3MOXHOCTb OnaThbl Mo kapTaM, Tpebytowmnm 3D-Secure
aBTopusauum (B cryyae, eCiv y MarasmHa M NpoLECCUHra BbiNOSHEHbl COOTBETCTBYIOLLME HACTPONKM).



Mpu onnaTe kapToi, Tpebytowen asTopmsaumnmn no 3D-Secure, AMK AccucT BosBpallaeT koa oTeeTa (responsecode) AS110. B naket
oTBeTa no pexuMy silentpay Takke 06aBnaOTCS AONONHUTENbHbBIE NONs, nossonstowme TCM obecneunTb AONOHUTENBbHYO
ayTeHTUdMKaumMo nnatenblmka no TexHonormnsm 3-D Secure (kapTbl VISA), Mastercard SecureCode n MirAccept (kapTbl Mup).

B HacTosiwee BpeMa AN AONOAHUTENbHOM ayTeHTUdMKaunn nnaTtenblimka 60nbWMHCTBO 6aHKOB-IMUTEHTOB paboTaeT no sepcun 1
npoTtokona 3-D Secure no Bcem Tunam Kapr.

[Onsa 6onee HafeXHOro npouecca ayTeHTuduKkaunm 6aHKNM-aMUTEHTbI U NaTEXHbIE CUCTEMbI NEPEXOASAT Ha HOBYHO BEPCUIO 2 U Bbille
npoTokona ans Bcex Tmnos kapT (VISA, Mastercard, MUP). lna noaaep>XKu NpoTOKoAa HOBOro NMOKOJIEHUS MPEANPUSTUIO HYXXHO BHECTU
M3MEHeHWs B NpoLecc ayTeHTUdMKaUMK nnaTesnbLumKa.

[Ons Hayana onnaTtbl 3aKkasa nNpeanpusTve oTnNpaBnseT aBTopU3aLMOoHHbIN 3anpoc Ha cepep AMNK Accuct. K 06bi4HbIM NnapameTpam
3anpoca HeobxoanMo AobaBuTb cneaytlolmne AaHHble 06 ycTpolicTeBe M 6pay3epe KIMeHTa, ecin 3TO elle He 6bI/10 caenaHo paHee Ans
pa6oTbl ¢ ClMM . B HoBOM npoTokone 3-D Secure Bepcuun 2 3TU AaHHbIE SBNSIOTCA 0693aTENbHbIMU.

HasBaHue NMpuHuMaeMble 3HauYeHuns OnucaHue

HEADER_HTTP_ACCE @ Crtpoka, 255 6ant 3aronosok http 3anpoca ACCEPT

PT

HEADER_HTTP_USER | Ctpoka, 255 6ant 3aronosok http 3anpoca USER-AGENT

_AGENT

CLIENT_JAVA Norunyeckoe (true, false) navigator.javaEnabled()

CLIENT_BROWSER_L | Crpokosebiii (5 6aiT) navigator. language

ANGUAGE

CLIENT_SCREEN_CO | Ywucnosow (1, 4,8,15,16,24,32,48) Screen.pixelDepth

LORS

CLIENT_SCREEN_RES @ CtpokoBbliii, 16 cMMBOSIOB Screen.width + 'x' + screen.height

ChallengeWindowSize @ 2 cumBona (01 - 250x400, 02 - 390x400, 03 - 500x600, 04 - Pasmep iframe ans npoxoxaeHus
600x400, 05 - Full screen) NpOBEpPKU AepXxaTens KapTbl

ClientIP Makcumym 15 umndp, 4 paspenurens «.» IP agpec nokynatens

3D-Secure aBTOpM3aLMs NO NPOTOKONY Bepcuun 1

Mpwn onnate kapTon, TpebytoLlen aBTopmsaumm no npotokony sepcumn 1, ANK Accuct BosspallaeT kog oteeTa (responsecode) AS110 m
AononHUTeNbHbIe NONs pareq u acsurl B oTBeTe Ha 3anpoc aBTopu3auuu.

KnueHT gonxeH 6biTb NepeHanpaBneH Ha canT baHkKa-aMUTEeHTa No agpecy, ykaszaHHOMYy B napameTpe acsurl (acsurl - 3HayeHue,
noslyyeHHoe B nakeTe pe3ynbTaTa pexuma silentpay ot AMK Accuct).

B cbopMe AO/MKHbI CcoAepXaTbCAa cnegyroume nons:

AcsUrl | Url 6aHka-aMuTeHTa. 3HadyeHne, NONyYEHHOEe B NakeTe pesynbTaTta pexuma silentpay ot AMNK Accucr.
PaReq  3HaueHue, nonydeHHoe B nakeTe pesynbTata pexuma silentpay ot AMK Accucr.

Term | Url marasuHa gna nonydeHus pesynbrata oT 6aHka aMUTEHTa.
Url

MD NaeHTndmkaTop, No KOTOPOMY B AallbHENLLEM CBSA3bIBAETCS pe3ysfbTaT, NofyYeHHbIn oT 6aHka, u 3akas. [JaHHoe none
BO3BpallaeTcs oT 6aHka aMUTEHTa.

Mpumep 3anpoca HTTP POST k 6aHKYy-3MUTEHTY:

<FORM ACTI ON="acsurl - si | ent pay" net hod="POST" >

<I NPUT TYPE="hi dden" NAME="PaReq" VALUE="pareq - , silentpay ">
<I NPUT TYPE="hi dden" NAME="Ternlr!|" VALUE="url -t

<I NPUT TYPE="hi dden" NAME="MD' VALUE=" ">

<I NPUT TYPE="subnit" NAME="Subnit_3DS" class="button" VALUE="">

</ FORM>

BaHK-3MUTEHT BO3BpallaeT crefyrowme nons:



PaRes [MakeT pe3ynbTaTa

MD NaeHTudurkaTop, BBEAEHHbI paHee

[Ons npoponxeHnsa npouecca astopmsaumm no 3D-Secure marasmHy Heobxoammo nepeaatb B AMNK AcCUCT nakeT pesysbTaTa
aBTopu3auum no 3D-Secure pares. JaHHas GyHKUMOHANBbHOCTb peann3oBaHa B Be6-cepsuce get3DSec.

Get3DSec - Be6-cepBUC Nnepefaun napaMeTpoB aBTopu3auum kapTtbl no 3D-Secure
URL ana nepepayn 3anpoca:

https://<SERVER-NAME>/get3dsec/ws3dsec.cfm

®opmat 3anpoca u oteeta SOAP, wsdl-onncaHne cepsuca goctynHo no URL:
https://<SERVER-NAME>/get3dsec/get3dsec.wsdl

MarasuH gomxkeH otnpasutb B AMK AccuCT 3HavyeHne napaMmeTpa pares, nojly4eHHoe B oTBeTe OoT 6aHKa-aMuTeHTa. [nsa aTtoro
HeobxoauMo oTnpaeuTb 3anpoc B popmate SOAP.

BxoAaHble napameTpsbil:

MeTtopa: send3dsparams

MapameTp O6si3atenbHoe none OnucaHue

merchant_id [a NpeHTudurkatop marasmHa B cucteme AlMNK Accuct

login Ha Baw noruH

password [a Baw naponb

ordernumber [a Homep 3aka3sa, 4ns KOToporo nepepatoTcs napameTtpbl 3DS
pares Ada MakeT pe3ynbTaTta no 3DS

language Het A3bIk

Mpumep SOAP 3anpoca:

<s: Envel ope xm ns:s="http://schenas. xm soap. or g/ soap/ envel ope/ ">
<s: Body>

<send3dspar anms xm ns="urn: assi st-processor">

<mer chant _i d> </ nerchant _i d>

<l ogi n> </ 1 ogi n>

<passwor d> </ passwor d>

<or der nunber > </ or der nunber >

<l anguage></| anguage>

<pares>, - </ par es>
</ send3dspar ans>
<s: Body>

<s: Envel ope>

Bo3Bpalwlaemasn nHdopMauns: naket pesynbrata pexuma silentpay.

B cnyyae BO3HMKHOBEHWS OWNGKN:

<?xm version="1.0" encodi ng="w ndows-1251" standal one="no" ?>

<SOAP- ENV: Envel ope xni ns: SOAP- ENV="ht t p: / / schenas. xnl soap. or g/ soap/ envel ope/ "
SOAP- ENV: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"

xm ns: xsd="htt p: // ww. w3. or g/ 2001/ XM_Schenma" >

<SQAP- ENV: Body SQAP- ENV: encodi ngStyl e="http://schemas. xnl soap. or g/ soap/ encodi ng/ ">
<SOAP- ENV: Faul t >

<faul tcode> </faul tcode>

<faultstring> </faultstring>

<detail />

</ SOAP- ENV: Faul t >

</ SOAP- ENV: Body>

</ SOAP- ENV: Envel ope>


https://payments.paysecure.ru/get3dsec/get3dsec.wsdl
https://payments.paysecure.ru/get3dsec/get3dsec.wsdl

3D-Secure aBTOpM3aLMA MO NPOTOKOJZly BEpcumn 2

BaxHol 0coO6eHHOCTbI0 HOBOW BEpPCUU MPOTOKONA ABNSETCSA TOT PaKT, YTO niaTenbluKk MOXeET 6biTb ayTeHTUdMUmMpoBaH 6e3 BBoAa
AOMNOSIHUTENbHOIO Naponsa (Ha OCHOBE AOMOJHUTENbHbIX AaHHbIX). Mpouecc ayTeHTUdUKaLUMN, NPU KOTOPOM HE MPOUCXOAUT
OOMNOSTHUTENIbHOIO B3aUMOAENCTBMUSA C Aep)KaTeneM KapTbl, Ha3biBaeTcs Frictionless Flow. MNpouecc ayTeHTUdMKaLMK, NPU KOTOPOM
AepxaTento KapTbl TpebyeTcss BBECTU AOMOSHUTENbHbIN KOA4 NOATBEPXAEHUS, Ha3biBaeTcs npoueccoM nposepku (Challenge Flow).

Takxxe nepep ayteHTUdUKaLMen No HOBOMY NPOTOKONY 6pay3epoM KaneHTa AosmkeH 6biTb OTApaBieH AONONHUTENbHbIN 3anpoc Ha ACS
6aHka-amuTeHTa (B AanbHenwem Mbl 6yaem HasbiBaTb ero 3DSMethod).

Ans paﬁOTbI C HOBbIM NMPOTOKOJIOM Ha CTOPOHE NpeaAnpuUATUIO HeobxoaMMO BHECTU cnepywwme UsMeHeHuna:

1.

2.

MpoBepsaTb Bepcuio NpoTokona 3D-Secure B OTBeTe Ha aBTOPM3aLMOHHbIN 3anpoc K cepeucy Assist. [ina sepcun 1
noaAep>XuBaTh OMUCAHHYIO Bbille cXxeMy paboThbl.

Ons Bepcum 2 cpopmmpoBaTth CKpbIThIM Iframe Ha nnaTtexHon cTpaHuue (AeTasnbHOe OnNucaHne NnapaMeTpoB CM. HUXE) U
oTnpaBuTb Ha ACS 6aHka-aMmuTeHTa 3anpoc 3DSMethod (npu Hanuuum).

Ons npoaonxeHnsa ayTeHTUdUKauum Bbl3BaTb Beb-cepBuc ws3dsecver2 ¢ AOoNONHUTENbHbIMW NapamMeTpamn 3D-Secure. Ecnun
ayTeHTUdMKauma npomsonaeT 6e3 4oNONHUTENbHOro B3anMoaencTans ¢ knmeHToMm (Frictionless Flow), To AMK AccucTt nonyuut
ee pe3ynbTaT M OTNPaBUT TPaH3aKUMIO aBTOpM3aunmn B NPOLLECCUHT. B oTBeTe npeanpusaTue NonyymT NOMHbIM pe3ynbTaT oniaThl,
coaepXaluuii Takxxe U pesynbTaT aBTopM3auumn B NpoueccuHre. B cnyyae Heo6XoANMMOCTU AOMOSHUTENbHOW ayTeHTUuduKauum
knuneHTa AIMNK AccUCT BEpHET B OTBETE Ha 3anpoc AOMNOAHUTENbHbIE MOASA ANS NPpOBeAeHUS NPOBEPKMN.

Mpn Hannuum B OoTBETE AONOHUTENbBHbIX MOAEN, CoobLaLWNX 0 HEO6X0AMMOCTM A0NONHUTENbHONM NpoBepkun (Challenge Flow),
npeanpusiTMe Ha NiaTexHol cTpaHuue dopmmpyeT IFrame, B KOTOPOM peanusyeT oTobpaxxeHue cTpaHuubl ACS 6aHKa-aMUTEHTa
ANS BBOAA OAHOPa30BOro napons. MNokynaTtenb 3aBepliaeT ayTeHTUdUKaLMIO.

Mpu HannumMm B OTBETE AOMONHUTENbHbIX NOMIEN, COO6LAOWMX O BO3MOXHOCTU OT/IOXKEHHOW ayTeHTudukauum (Decoupled
Authentication), npeanpusTve oXxuaaeTt pesynbTaTa NPOXOXAEHUS NMPoBepKku. AyTeHTUdMKaumsa nokynatens MoxeT 6biTb
npovaeHa anbTepHaTMBHbIM CNOCO6OM, NnoagaepxuBaemMblM GaHKOM-3MUTEHTOM (HanpuMep, Yyepes push-yBeaoM/IEHME Ha
TenedoHe n ayTeHTUdUKaumo No Face id unn otnevaTtky nanbua B NPUNOXKEHUN BaHKa-3MUTEHTA).

PesynbTaT npoxoxaeHns nposepku AMK AccucT nonyyuT Ha cepeep Ha cBoeli ctopoHe (ans Challenge Flow n Decoupled
Authentication). B cnyuyae ycnewHor npoBepkn 6yaeT npoBeaeHa TpaH3aKLMs onnaTbl B npoueccuHre. B cnyyae HeycnewHowm
NpoBEpKM onepaumst 3aBepLunTcs C OLNBKONA.

[Onsa Toro uto6bl Y3HaTbL OKOHYaTENbHbIN pe3yfbTaT onnaTthl 3aKasa, NpeanpuaTUIO He06XoANMO NCNONb30BaTb OAMH U3 METOA0B
nosy4yeHnsa pesynbTaTta aBTopusauunu.

Jloruky pa6oTbl HOBOro NpOTOKOJIa Bepcun 2 oTobpaxkaeT HUXecneayowas cxema. TeKCTOBOE OMMCcaHUe Aanee COAEPXUT CCbINTIKU Ha
NPOHYMEPOBaHHbIE HI0KN CXEMBI.
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[Onsa Hayana onnatbl 3akasa NpeanpusiTUe OTNpaBAsieT aBTOPM3aLUMOHHBIV 3anpoc U HeobXxoaMMble AOMOSIHUTE NbHbIE NapaMeTpbl Ha
cepsep AMK Accuct (6nok 1). Takxe MOryT UCNOMb30BaTbCs Heoba3aTeslbHble AOMONHUTENbHbIE NapaMeTpbl.

Mpw onnate kapTon, TpebytoLlen aBTopmsaumm nNo Npotokony sepcun 2, AMNK Accuct BepHeT B oTBeTe koa Bo3BpaTta AS110 (6nok 2) n
[OMNONHUTENbHbIN 610K NapameTpoB threedsdata. MonHbINM CAMCOK NapaMeTpoB, KOTOpble MOFYT coAepXaTbcs B 6noke threedsdata,
npeacTaBneH B Tabnvue HUXe:

HasBaHune

version

threeDSSe
rverTrans
ID

threeDSM
ethodURL

threeDSM
ethodData

alphaauth
result

challenge

challenge
url?

challenger
equest?

NMpyuHMMaeMble 3HaYeHus

11(1.0.0, 1.0.2)
21 (2.0, 2.1.0, 2.2.0)

Crtpoka

Crtpoka, Ao 256 cnmBonos
CTtpoka, Ao 256 cnMBonoB

Y - ycnewHo, N - HeycnewHo, A - Attempt, U - HeBO3MOXHO
npoBecTu ayTeHTUdUKaumio, R- otkas, E - ownbka, I - ans
MHdopmMaunm

F - Frictionless Flow

C - Challenge Flow

D - Decoupled Authentication
MonHoe aomeHHoe nms (URL)
https://acs....

OnvHa makcumym 2048 cumBONOB

CooblueHune, 3akoanpoBaHHoe MeToaoM Base64, anvHa
nepemMeHHas

OnucaHue

Bepcus npoTtokona 3-D Secure

ID TpaH3akuumn B 3DS Server

URL Ha cTopoHe 6aHKa-aMUTEHTa UK NnaTexHown
CcUCTeMbI

3akoanpoBaHHoOe B Base64 Teno 3anpoca

PesynbTaT ayTeHTUdMKauumn ByaeT nonyyeH B oTBeTE,
ecnim oHa npousowna B oAHy ctaauto (Frictionless
Flow)

B3anmogeliictBue ¢ aepxatenem kapTtbl (C - HyXHo, F

- He HyXHO, D - oTnoxeHHas ayTeHTubuKaums)

URL 6aHKa-aMUTEHTa UKW NNATEXHOM CUCTEMbI ANS
NpoBepKM nnaTtesnblimka

[aHHble 3anpoca, oTnpasBnsiemoro Ha challengeurl

B
orBeTe

cepsucal

1,2

1,2

1,2

1,2

1,2

1,2


https://docs.assist.ru/pages/viewpage.action?pageId=24674856

1I'IapameTp MOXeT coAepXaTbCsa B OTBETe cepBuca: 1- silentpay; 2 — get3dsecver2.

2B cnyyae aBTopusauum 6e3 gononHuTenbHow nposepku (Frictionless Flow) u ans otnoxeHHon ayteHTudukaunmn (Decoupled
authentication) napametpbl challengeurl v challengerequest He 6yayT Bo3BpaLleHbl.

B 3aBMCUMOCTM OT coaep)xaHus nony4vyeHHoro 6noka threedsdata (6nokn 3,7,8) ayTeHTUdUKaUMa NpoaoIXKaAETCA NO-pasHOMY.

OcHoBHble cueHapuun paboTbl ANns BepcumM 2 onpeaenatoTcs Tem, Tpebyetcs nu BoizoB 3DSMethod (dpopMmumpoBaHue ckpbiToro iFrame B
6paysepe knMeHTa), a Takxke TpebyeTcs M AONONHUTENbHaa ayTEHTUMMKALMSA KIMEHTA M MO KaKOMy CLEHapuio OHa MPOXOANUT:

® [Mpwu Hannuum URL 6aHka-amuteHTa threeDSMethodURL (6nok 7) npeanpusitne dopmupyeT ckpbiTblii HTML iFrame Ha
niaTexHoun cTpaHuue (6nok 9), otnpasnsietr POST 3anpoc ¢ oagHMM napameTpoMm threeDSMethodData Ha nony4yeHHbIn agpec thre
eDSMethodURL, v panee Bbi3biBaeT cepBuc get3dsecver2 (6nok 10).

® [Mpwu Hannuum URL 6aHka-amuteHTa threeDSMethodURL (6nokn 7, 9, 10), HO 63 Heo6X0ANMOCTU AONONHUTENBHOMO
B3aMMOAENCTBUS C AepxaTteneM kapTbl (6nok 8) - Frictionless Flow (F), ANK AccucT cpa3y NpoBOAUT TPaH3aKLUMio B
NMPOLIECCMHIe UM 3aBepLUaeT onepauunio ¢ owmnbkol. B oTBeTe Ha BbI30B cepBuca get3dsecver2 npeanpusitTue Nony4vmT CTaTyc
onnatbl (650K 6).

® [Mpwn Hannuum URL 6aHka-amuteHTa threeDSMethodURL (6nokun 7, 9, 10) n npn Heo6xoaANMOCTM AOMOSTHUTENBHOIO
B3auUMOAENCTBUSA C AepxaTenem kapTtbl (610K 8) npeanpusTue AoNXHO chopMMpoBaTh Ha NaaTexHon cTpaHuue obvekt HTML
iFrame n otnpasuTb MeTogoM HTTP POST 3anpoc nNposBepkn aepxxaTens KapTbl K ykaszaHHoMy URL challengeur! (6nok 11). B
3ToM iFrame oTobpaxaeTcs cTpaHuua ACS 6aHKa aMUTEHTa U NnaTenbliMK BBOAUT OAHOPa30BbIi Naposib, NMOJlyYEHHbIR OT
6aHka. 3710 cueHapwuii Challenge Flow (C).

® [Mpwn Hannuum URL 6aHka-amuteHTa threeDSMethodURL (6nokn 7, 9, 10) npn HE06X0AMMOCTM AOMOTHUTENBHOIO
B3auUMOAENCTBUSA C aepxaTeneM kapTtbl (610K 8) M OTNOXEHHOM ayTeHTUdMKaLUM NpeanpuaTue AOHKHO OCTaBUTb 3aKas B
COCTOSIHUM B [pouyecce n oxXnaaTb OKOHYaTeNIbHOro cTaTyca onnaThl (B paMKax BPeMeHU XU3HWU 3aKkasa). DTo cueHapuii Decoupl
ed Authentication (D).

® [pwu otcytcTBuM URL 6aHka-amuteHTa threeDSMethodURL v korga AONONHUTENbHOE B3aUMOAENCTBUE C AepXKaTesieM KapTbl He
TpebyeTcs - Frictionless Flow (F), cpa3y »xe 6yaeT npoBeAeHa TpaH3akuus B MPOLECCUMHre, 1 npouecc onnaTbl byaeT 3aBeplueH
(6nok 6). MNpeanpuaTne NONYYUT pe3ynbTaT ayTeHTMdUKaUMM U cTaTyC onnaThl cpa3y B OTBeTe Ha Bbi30B cepBuca silentpay.

® [Mpwn otcyTtcTBun URL 6aHka-amuteHTa threeDSMethodURL v npn Heo6Xo0ANMOCTM AONOMHUTENBHONO B3anMoAenCcTBumS C
AepxaTenem kapTbl (6nok 8) ans cueHapusa Challenge Flow (C) npeanpusitue AONXHO chOpMMPOBaTb Ha MIATEXHOM CTpaHuLe
06bekT HTML iFrame u otnpaBuTb MetogoM HTTP POST 3anpoc npoBepku AepxaTens KapTbl K ykasaHHoMy URL challengeur!
(6nok 11). B aTom iFrame oTo6paxaeTcsa cTpaHuua ACS 6aHka aMUTEHTa M NiaTeNbLUMK BBOAUT OAHOPA30BbIM Naposb,
Nnosly4eHHbIN OT 6aHka.

® [pwn otcyTtcTBun URL 6aHka-amuTeHTa threeDSMethodURL v npn Heo6XoANMOCTM AONONHUTENBHONO B3anMoAeNCTBUS C
AepxaTteneM kapTbl (670K 8) Mo cueHapuio OTNOXEHHOM ayTeHTudUKaumn (D) npeanpusaTue AOHKHO OCTaBUTb 3aKas B
cocTosiHuK B [Ipouecce n 0XxuaaTb OKOHYaTENbHOro cTaTyca onnaThbl (B paMKaxX BPEMEHU XW3HU 3aKasa).

B Tex cueHapusx paboTbl, B KOTOpbIX TpebyeTcst dopMmpoBaHue ckpbiToro HTML iFrame, Ha ware 7 B 6noke threedsdata npegnpusaTtune
nonyynut Heobxoammble napameTpbl threeDSMethodData v threeDSMethodURL pns popmumpoBaHunsa POST 3anpoca (6n0k 9). PesynbtaTt
OTNpaBKu 3anpoca MoxeT 6biTb NonoxutenbHbiM (kog HTTP 200), oTpuuatenbHbiM (N06oi gpyron kog HTTP) nnun 6yaet npesblweHO
3HayeHue TaliM-ayTa oTnpaBKku 3anpoca (yctaHoBuTb 10 cekyHz). Mocne nonyyeHus koaa HTTP nnu ncrteveHus tamm-ayTa ans
NpoAOJIKEHMSA NpoLecca ayTeHTUdUKaumm HeobxoaAmMMo OTNpaBuUTb 3anpoc Ha cepsuc get3dsecver2 (6nok 10).

get3dsecver2 - Be6-cepBuc npoao/mkeHuna ayteHtucdpukaumm no 3D-Secure

URL ans nepegayu 3anpoca:

https://<SERVER-NAME>/get3dsec/get3dsecver2.cfm

Mopnepxuneaemble dopmaTtbl: SOAP, JSON.

BxoaHble napameTpsbil:

HasBaHue MpuHuMaeMbie 3Ha4YEHUA OnucaHue

Merchant_ID Yucno MaeHTndukatop npeanpuatnsa B cucteme AMNK Accuct
Login Crtpoka Baw norunnH

Password CTtpoka Baw naposnb

Billnumber 15 nnun 16 undp nnu paclMpeHHbin dopMaTt | YHUKanbHbIM HoMep nnaTexa B AMNK Accuct
threeDSServerTransID Ctpoka ID TpaH3akuuun B 3DS Server

ATK AccuCT npoAosiKaeT npoLecc ayTeHTUudUKaumum niaTenblimMka B NaaTeXHoN cucteme n 6aHke-aMmuTeHTe Yepes 3DS Server.



Ecnn pononHutensHas npoeepka nokynatens He Tpebyetcs (Frictionless Flow) (6nok 8), AMNK AccucT NpoBOAMT TpaH3aKLUMIo B
NPOLIECCMHIe UM 3aBepLUAET onepauuio € olWM6KoN (B 3aBUCMMOCTHN OT HAaCTPOEeK NPOLIECCUHTra, NPeAnpUsTUSa n pesynbTaTta
ayTeHTUduKkaumm) (6n1ok 6).

OTBeT Ha 3anpoc B 3TOM cnyyae byaeT cogepxaTb OAUH U3 KOHEYHbIX kogoB Bo3spaTa (AS000 - onepauums yCnewHo 3aBeplleHa,
AS100-AS109 - oTkas B aBTOpM3auunm), BCe Noasa OTBETA, ONUCAHHbIE BbILe, U AONONHUTENbHbIM 610K AaHHbIX threedsdata, B KOTOpOM
napametp challenge paBeH F, a none alphaauthresult conepxuTt pesynbtaT ayteHTudukauum (Y, N, U, R, I).

MonyuyeHune kona Bo3BpaTa AS110 B oTBETE Ha BbI30B cepBuca get3dsecver2 03Ha4yaeT, YTO HYXHa AOMNOJIHUTENNbHAs NpoBepKa
nnatenswmka (Challenge Flow). Ansa cueHapus ¢ gononHutensHon nposepkon (Challenge Flow) B 6noke aaHHbIX threedsdata napameTp
challenge 6ynet paBeH C, a napameTpbl challengeurl v challengerequest 6yayT 3anonHeHsl (610K 8). MpeanpusTne AOMKHO B 3TOM
cnyyae cpopmmpoBaTth Ha naaTtexHon cTpaHuue ob6bekT HTML iFrame un oTnpaeBuTb MeTogoM HTTP POST 3anpoc npoBepkun aepxxatens
KapTbl K ykazaHHoMy URL (610K 11) c napamMeTpoMm creq, B KOTOPOM MnepeaaTh NofnyyeHHoe 3HaveHue challengerequest. B 3Tom iFrame
oTobpaxaeTcs ctpaHuua ACS 6aHKa-aMUTEHTa WM NnaTenblnK BBOAUT OAHOPA30BbIA Naposb, NOJlyYeHHbIW OT 6aHKa.

B cueHapuu c oTnoxeHHoN ayTeHTUdMKaumel B 610Kke gaHHbIX threedsdata napameTp challenge 6yanet paBeH D, a napameTtpsl challenge
url v challengerequest 6ynyT otcyTcTBoBaTb (610K 8). MpeanpusaTve AOMXKHO B 3TOM C/lyyae OCTaBUTb 3aka3 B COCTOsSHUKU B lMpouyecce n
0XuMAaTb OKOHYaTeNbHOro cTaTyca onnaTbl.

Pe3ynbTaT 370l npoBepkn AMNK ACCUCT NOMyYUT Ha CBOI cepBep B aCMHXPOHHOM pexuMe. B 3aBUCMMOCTM OT pesynbTaTa
ayTeHTUdMKaLmMM U HacTpoek npoueccuHra u npeanpusatus, AMK AccucT npoBeaeT TpaH3aKLUMIo oniaTthl B MPOLECCUHTEe UK 3aKpoeT
onepaumio ¢ owmnbKon.

[Onsa Toro, UTobbl NOCNEe NPOXOXAEHUS AOMOJIHUTENBHOW NPOBEPKU MAaTeNbLUMK CMOI BEPHYTbCS 06paTHO Ha CarT NpeanpusaTus,
cnepyet coobwmnTb cnyx6e nogaepxkun AMK Accnct URL ans Bo3BpaTa nokynaTens n npuema pesysbTata NpoxXoXAeHUs
AOMNOSIHUTENBbHON NpoBepKU. [Ans NpeanpusTMa NoyyYeHne 3Toro 3anpoca byaeT o3HavaTb, YTO AONOMHMTENIbHAsA NpoBepKa 3aBeplueHa,
M OHO MOXET B 3TOT MOMEHT nepeHanpaBuTb 6pay3ep nnaTenblunka Ha CTpaHUUy pesysbTaTa Ha CBOEl CTOPOHE M OXMAaTb 3aBepLUEHUS
NnaaTeXXHOW TpaH3aKunu B NPOLLECCUHTe.

MonyyeHne pesynbTaTa niaTexa nocne AoNoSIHUTENbHOM NMPOBEPKM OTPaXeHo Ha cxeMe 6rokamu 12, 13, 14.

@ Mpouecc nonyyeHus pesynbtata AONONHUTENBHOW NPOBEPKM Ha cepBepa AlNK AccuUCT aBNSeTcs aCMHXPOHHbIM. TONbKO nocne
nony4veHusi 3Toro pesynbTtata byaeT npoBeseHa (MM He NpoBeAeHa) TpaH3aKLUMsl onaThl B MPOLLECCUHIe, KOTOpasi NpuBeaeT K
6710KMPOBKE CPeACTB Ha KapTe KiveHTa. MNpeanpusaTuio cneayeT NosiyyYnTb pe3ynbTaT onepauun onnatbl oT AMNK Accuct ogHuM
M3 CTaHAapTHbIX cnocoboB. MpeanpusaTrne MOXET OTNPaBUTb 3anNpoc K CEPBUCY MOSTyYeHUs pesybTaTa onepauun no HoMepy
3akasa, 1Mbo HaCTpPOUTb Ha CBOEN CTOPOHE MoJlyyYeHne pe3ynbTaToB aBTopu3auunm, otnpasnsemblx AMK Accuct Ha cepeep
npeanpuaTus.

Mpumep 6n10ka AaHHbIX threedsdata, B KOTOPOM AOMNOMHUTENBLHOM NPOBEPKM AepxaTens He TpebyeTcs (Npu 3TOM KoA BO3BpaTa
responsecode 6yaeT otam4yeH ot AS110):

<t hr eedsdat a>

<ver si on>2. 2</ ver si on>

<al phaaut hr esul t >Y</ al phaaut hresul t >
<chal | enge>F<chal | enge>

</t hr eedsdat a>

Mpumep 6noka aaHHbIX threedsdata, B koTopom TpebyeTcsa fononHMTENbHaA NpoBepka aepxaTens (Ko Bo3BpaTa responsecode paBeH
AS110):

<t hr eedsdat a>

<versi on>2. 2</ ver si on>

<chal | enge><chal | enge>

<chal | engeur| >https://acs. superbank. ru/ ver si on20/ cr eq</ chal | engeur| >

<chal | enger equest >eyJ0aHJlI ZURTU2VydnVyVHIhbnNJRCI 61 nE3ZWJI MDU3LTg2Zj gt NGFmVSO5MTIKkHGN YTc5MzcOONUXM | s| nFj c1Ry YW
5zSUQ O | 50DhmOWZMYS1kNz YyLTQOYj kt OA 00S01ZDRkM UsYnmRkZWQ LCIkc 1Ry YWz SUQ G JkMEInmZGQz Yy00YzdhLTVMj kt ODAWMCOWVD
AMVDAWOGMBN] M LCIt ZXNz YWl VHI wZS| 61 KNSZXEi LCIt ZXNz YWdl Vmyc2l vbi | 61 j | uMs4wl i wi Y2hhbGxI brdl V21 uz@3U21 6ZSI 61 j A0l n
0</ chal | enger equest >

</t hreedsdat a>

Y1061 NONYuYMTL OTBET Beb-cepBuca B dopmaTe JSON, HyXHO nepeaaTtb B 3anpoce content-type=application/json nnu format=5.
OnuncaHue napameTpoB Bcex Be6-cepsucoB AMNK Accuct ans ¢popmata JSON coaepxuntcsa B daiine swagger no agpecy:
https://docs.assist.ru/swagger/

Mpumep oTeeTa B dopmaTte JSON ansa onepauunm 6e3 AONONHUTENBHOWN ayTeHTUdUKauunm:


https://docs.assist.ru/swagger/
https://docs.assist.ru/pages/viewpage.action?pageId=5767463
https://docs.assist.ru/pages/viewpage.action?pageId=5767463
https://docs.assist.ru/pages/viewpage.action?pageId=5768386

"threedsdata": {

"version": "2.2",
"al phaaut hresul t": "Y',
"chal  enge": "F"

"silentpay": {
"cust omer nessage”: s
"message": " ",
"t estnode": O,
"operationtype": 100,
"orderdate": "05.04.2022 11:19: 54",
"packetdate": "05.04.2022 11:19:58",
"orderanmount": 31.79,
"ordercomment": "",
"cardexpirati ondate": "12/23",
"ordercurrency": "RUB",

"recomendat i on": ,

"processi ngnanme": "Credx",
“meannunber": "554373****0010",
"orderstate": "Approved",
"rate": 1,

"amount": 31.79,
"responsecode": "AS000",

"meant ypenane": "MasterCard",
"protocol typenane": "NET",
"bankcountry": "",
"custoner": {

"l astnane": "Test",

"firstname": "Auto",
"m ddl enane": "",
"i paddress": "127.0.0.1",
"emai | ": "null @ssist.ru"
H
"cardhol der": "TEST",
"approval code": "489489",
"bi | I nunber": "5817109255129315. 1",
"i ssuebank": "BANK OTKRI TI E",
"currency": "RUB",
"ordernunber": "856a13d9-e9a0-4d3c-9d02- b82db6bael3e",
"meansubtype": "Platinum MasterCard Sal ary-|nmedi ate Debit"

MpuMep oTBeTa A5 onepauumn ¢ AONOSHUTENbHOW ayTeHTUdhUKaunei:



"threedsdata": {
"version": "2.2.0",
"chal | enger equest":

" eyJt ZXNz YWl VH wZS! 61 KNSZXEi LCI0aHII ZURTU2VydmvyVHIhbnNIRCI 61 | QxMAF 20DVj L\WUz ODAt NGZK YSO5Ym zLWIi Zj MeOTJi NGWNi |
sl mFj c1Ry YWszSUQ O Jmi2F| MDMzNSOXCDgwLTR N gt OAJj MyOwNDcy ZDMAZTkzCDYi LCJj aGFsbhGVuZ2VXaWkb3dTaXpl | j oi MDI i LCIt ZXN

zYWIl Vm\wyc2l vbi | 61 j | uMs4wi n0",

"chal l engeurl": "https://fake.3dss.t.paysecure.ru/acs/challenge",

“chal | enge": "C

b

" MakePaynent Response": {
"cust oner message”: " 3DSecure",
"nmessage": " 3DSecure",

"testnode": O,

"operationtype": 100,

"orderdate": "05.04.2022 11:19:32",
"packetdate": "05.04.2022 11:19: 34",
"orderanount": 31.79,
"orderconment": ""
"cardexpirationdate": "12/23",

"ordercurrency": "RUB",
"recommendation": "",

"processi ngname": "Credx",
"meannunber": "554373****6654",
"orderstate": "In Process",
"rate": 1,

"amount": 31.79,
"responsecode": "AS110",
"meant ypenane": "MasterCard",
"protocol typenane": "NET",
"bankcountry": "",
"custoner": {
"l ast name": "Test",
"firstnanme": "Auto",
"m ddl enanme": "",
"i paddress": "127.0.0.1",
"emai | ": "null @ssist.ru"
b,
"cardhol der": "TEST",
"approval code": ""
"bill nunber": "5817109255129273. 1",
"i ssuebank”: "BANK OTKRI TI E",
"currency": "RUB",

"ordernunber": "6b510f 3d-1327-4f 3b-bcl17-612daeed3aac",
"meansubtype": "Platinum MasterCard Sal ary-1nmedi ate Debit"
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