Peanusauuma ayteHtucdmkauumm no 3-D Secure 2.2
npu nomouwm SDK (komnnekT ansa paspa6otku MNO)

KoppekTHOe npoxoxaeHue ayTeHTudukaummn no 3-D Secure 2.2 Ha CTpaHuLe NPeanpusaTUS MOXHO peannsoBaTh npu nomowm SDK.

3DSWebSDK npeactaBnseT coboit JavaScript-koa, no3sonsownin otTnpasnaTb coobueHnsa 3DS Method n Challenge Request ans
ayTeHTUdUKaumii yepes bpaysep nnatesnbLimKa.

YcrtaHoBka Web SDK

TexHnuyeckas AOKyMeHTaums

Mpumep BbI30Ba init3DSMethod

Mpumep BbI30Ba init3DSMethod ¢ o6paboTkon Tanm-ayTa

Mpumep BbI30Ba iNit3DSChallengeRequest

Mpumep BbI3oBa init3DSChallengeRequest ¢ 06paboTkoii TanM-ayTa

YctaHoBka Web SDK

Ons yctaHoBkn 3DSWebSDK Heob6xoanMo MMNopTupoBaTb roToBbili JavaScript B HTML-cTpaHuuy npeanpuaTtus.

Installation

<! DOCTYPE htmi >
<html >
<head>

<script src="nca-3ds-web-sdk.js" type="text/javascript" />
</ head>
<body>
</ body>
</htm >

CkpunT npukpenut 3DSWebSDK k 06bekTy okHa 6pay3epa B JavaScript.

3DSWebSDK nogaepxxvBaeT cneayrowime onepaumm:

Onepauusa OnucaHue

init3ADSMeth = Co3gaet HTML-cTpyKTYypy, NnpukpennsaeT ¢gopMy C oaHUM nonem Beoaa (threeDSMethodData) v aBToOMaTM4YeCKU
od oTnpasnseT ero no aapecy threeDSMethodUrl.

createlframe | Cospaet iFrame co cTpykTypoit HTML, npukpennseT kK HeMy dopMy ¢ ogHUM nonem Beoaa (threeDSMethodData),

AndInit3DSM = aBTOMaTuMueckun oTnpasnseT ee no aapecy threeDSMethodUrl v npukpennseT iFrame K KoHTelHepy. B cnydvae

ethod HeobxoauMocTn, Npu 3arpy3ke iFrame 6yaeT BbinonHeH callback. Kpome Toro, MOXHO ykasaTb TaM-ayT 0XuaaHus 1
callback ona o6paboTku cnyuyaes, koraa BbinonHeHne 3DSMethod He 3aBepluaeTcs BoBpemMsi.

init3DSChall | Cosgaet HTML-cTpyKTypy, NpukpennseT (opMy C OAHWM MoseM BBOAA (Creq) n aBTOMaTU4YeCKM OTNPaBAseT ero no
engeRequest | agpecy acsUrl.

createlFrame = Co3spaert iFrame co cTpykTypov HTML, npukpennseT opmMy C 0AHUM Monem BBOAA (Creq), aBToMaTUYECKW OTNpaBnseT
AndInit3DSC ' ee no agpecy acsUrl n npukpennsieT iFrame k KoHTeliHepy. Ecnu ykasaHo, npu 3arpy3ske iFrame 6yaeT BbINoSHEH
hallengeReq  callback. JononHUTENbHO MOXHO yKasaTb TaiM-ayT oxuaaHust un callback gns obpaboTkm cnyyaes, korga cTpaHuua
uest ACS He 3arpyxeHa BOBpeMs.

getBrowserD = CkpunT ans c6opa AaHHbIX 0 6pay3epe v yCTpoicTBe naaTenblinka, MOXeT 6biTb MCMNOIb30BaH Ha HaYalbHOM 3Tane
ata ANs 3anosIHEHMS] COOTBETCTBYIOLMX NapaMeTpoB B 3anpoce Ha onnaty yepes uHtepderic silentpay.

TexHnYeckass AOKYMEHTaLuus

Documentation

/**

* Attach all nethods to w ndow.
*/

I et nca3DSWebSDK = {};


https://payments.demo.paysecure.ru/template/scripts/nca-3ds-web-sdk.js

* Creates an iframe, attach it to the rootContainer and submit 3DS Method form

* @aram threeDSMet hodUrl - a FQDN endpoint to subnmit the 3DS Method request

* @aram t hreeDSMet hodDat a - Base64- encoded 3DS Met hod Data val ue

* @aram franeNane - nanme of the frame container. if not set it will be set to 'threeDSMet hodl Frange'
* @aramrootContainer - the container where the iframe will be attached to.

* If not set defaults to the JavaScript docunent.body object
* @ar am onFraneLoadCal | back - call back function attached to the ifrane.onload event
* @aram timeout Seconds - tinmeout in seconds (default: O = no tineout)

* @ar am onFr aneTi meout Cal | back - cal | back function called when tineout occurs

* @hrows {Error} - throws error if there is a validation error

* @eturns {HTM.I FraneEl ement} - returns the generated ifrane el ement

*/

nca3DSWebSDK. cr eat el f raneAndl ni t 3DSMet hod = creat el f rameAndl ni t 3DSMet hod;

/**

* Initiates a 3DS Method request and submits the formthe 3DS Method URL. It will autonatically hide the
cont ai ner

* when initiating a 3DS Met hod request.

* @aram t hreeDSMet hodUrl - a FQDN endpoint to subnmit the 3DS Met hod request

* @aram t hreeDSMet hodDat a - Base64- encoded 3DS Met hod Data val ue.

* @aramcontainer - the iframe container where the formw |l be attached to. The container nmust have the
nane'

* attribute set

* @hrows {Error} - throws error if there is a validation error

* @eturns {HTM.I FraneEl enent} - the container

*/

nca3DSWebSDK. i ni t 3DSMet hod = i ni t 3DSMet hod;

/**

* |Initiates a 3DS Chall enge request and submts the formthe ACS URL.
*

* @aramacsUrl - the FQDN URL to subnit the Chal |l enge Request

* @aram creqbData - Base64-encoded Chal |l enge Request

* @aram container - the iframe container where the formw || be attached to. The container must have the
namne'

* attribute set

* @hrows {Error} - throws error if there is a validation error

* @eturns {HTM.I FraneEl enent} - the container

*/

nca3DSWebSDK. i ni t 3DSChal | engeRequest = i ni t 3DSChal | engeRequest ;

* Creates an iframe, attach it to the rootContainer and submts 3DS Chal | enge Request.
* @aramacsUrl - the FQDN URL to subnmit the Chall enge Request

* @aram creqData - Base64- encoded Chal | enge Request

* @aram chal | engeW ndowSi ze - EMVCo assi gned w ndow si ze.

* '01' -> 250px x 400px,
* '02' -> 390px x 400px,
* '03" -> 500px x 600px,
* '04' -> 600px x 400px,
* ‘05" -> Full screen, or full container content

* @aram franeNane - nane of the frane container. if not set it will be set to 'threeDSCReql Frane'
* @aramrootContainer - the container where the iframe will be attached to.

* If not set defaults to the JavaScript docunent. body object

* @ar am onFraneLoadCal | back - cal |l back function attached to the ifrane.onload event

* @aramtineout Seconds - timeout in seconds (default: 0 = no timeout)

* @ar am onFraneTi meout Cal | back - cal | back function called when tineout occurs

* @hrows {Error} - throws error if there is a validation error

* @eturns {HTM.I FranmeEl enent} - returns the generated iframe el enent

*/

nca3DSWebSDK. cr eat el Fr anmeAndl ni t 3DSChal | engeRequest = creat el FraneAndl ni t 3DSChal | engeRequest ;

| *x*

* Coll ects browser-specific data.

*

* @eturns {Qbject} An object containing various properties about the user's browser and device.



* @roperty {bool ean} browserJavaEnabl ed - Wether Java is enabled in the browser.

* @roperty {bool ean} browserJavascript Enabled - A ways true; indicates JavaScript is functioning.
* @roperty {string} browserlLanguage - The browser's preferred | anguage setting (e.g., 'en-US").

* @roperty {nunber} browserCol orDepth - Screen color depth in bits per pixel.

* @roperty {nunber} browserScreenHeight - Total height of the screen in pixels.

* @roperty {nunber} browserScreenWdth - Total w dth of the screen in pixels.

* @roperty {string} browserTZ - Time zone of the browser in | ANA format (e.g., 'Anerical/New York').
* @roperty {string} browserUserAgent - The full User-Agent string of the browser.

*/

nca3DSWebSDK. get Browser Dat a = get Browser Dat a;

wi ndow. nca3DSWebSDK = nca3DSWebSDK;

MpumMmep Bbi30oBa init3DSMethod

init3DSMethod

<! DOCTYPE htm >
<htm | ang="en">
<head>
<meta charset="UTF-8">
<script src="nca-3ds-web-sdk.js" type="text/javascript"></script>
<title>nit 3DS Method - Exanple</title>
</ head>
<body>
<l-- The first exanple shows how to generate a formand attach to an already defined ifrane -->
<i frame nanme="ifraneContainer" id="ifranme"></iframe>

<l-- In the second exanple it will generate an iframe and attach to the #franeContainer element -->
<di v id="frameCont ai ner"></di v>

<script type="text/javascript">
iframe = document. getEl enentByld('iframe');
frameCont ai ner = docunent. get El ement Byl d(' f rameCont ai ner"' ) ;
nca3DSWebSDK. i ni t 3DSMet hod(' htt p://exanpl e. coml, 'base64- encoded- 3dsnet hod-request', ifrane);

nca3DSWebSDK. cr eat el f rameAndl ni t 3DSMet hod(
"http://exanple.com,
' base64- encoded- 3dsnet hod- r equest ',
't hr eeDSMet hodl Fr aneCont ai ner ',
f raneCont ai ner,
() =>{
console.log('Ifranme | oaded, formcreated and submtted');
}
)

</script>

</ body>
</ htm >

Mpumep Bbi3oBa init3DSMethod c o6pab6oTkoi TaiMM-ayTa



init3DSMethod with Timeout

<! DOCTYPE htm >

<htm | ang="en">

<head>
<meta charset="UTF-8">
<script src="nca-3ds-web-sdk.js" type="text/javascript"></script>
<title>nit 3DS Method with Tineout - Exanple</title>

</ head>

<body>

<di v id="nmet hodFraneW t hTi meout " ></ di v>

<script type="text/javascript">
const nethodCont ai ner = docunent. get El ement Byl d(' net hodFr aneW t hTi neout' ) ;

/1 3DS Method with 10 second tineout
nca3DSWebSDK. cr eat el f rameAndl ni t 3DSMet hod(
"http://exanpl e. com 3dsnet hod',
' base64- encoded- 3dsnet hod- r equest ',
' met hodl Fr aneTi neout ',
met hodCont ai ner,
() =>{
consol e. | og(' 3DS Met hod conpl eted successfully');

b
10, // 10 second ti neout
) =>{
consol e.l og(' 3DS Method timed out after 10 seconds');
}
)

</script>

</ body>

</htm >

Mpumep BbI3OBa init3DSChallengeRequest



init3DSChallengeRequest

<! DOCTYPE htm >
<htm | ang="en">
<head>
<meta charset="UTF-8">
<script src="nca-3ds-web-sdk.js" type="text/javascript"></script>
<title>nit 3DS Chal |l enge Request - Exanple</title>
</ head>
<body>
<l-- This exanple will show how to initiate Chall enge Reqeuests for different wi ndow sizes. -->
<di v id="frameCont ai ner 05" ></ di v>

<script type="text/javascript">
cont ai ner05 = docunent. get El enent Byl d(' f raneCont ai ner05') ;

nca3DSWebSDK. cr eat el Fr anmeAndl ni t 3DSChal | engeRequest (
"http://1ocal host: 8080/ acs/chal |l enge',
' base64- encoded- chal | enge-request ',
'05',
't hr eeDSCReq05" ,
cont ai ner 05,
) =>{

console.log('Ifrane | oaded, formcreated and submtted');
}

)

</script>

</ body>
</ htnm >

MpumMmep Bbi3oBa init3DSChallengeRequest c o6paboTkoi TaiM-ayTa



init3DSChallengeRequest with Timeout

<! DOCTYPE htm >
<htm | ang="en">
<head>
<neta charset="UTF-8">
<script src="nca-3ds-web-sdk.js" type="text/javascript"></script>
<title>nit 3DS Chall enge Request with Tineout - Exanple</title>
</ head>
<body>
<di v id="chal | engeFrameW t hTi neout " ></di v>

<script type="text/javascript">
const chal | engeCont ai ner = docunent. get El enent Byl d(' chal | engeFrameW t hTi meout ' ) ;

/1 3DS Challenge with 60 second tinmeout
nca3DSWebSDK. cr eat el Fr anmeAndl ni t 3DSChal | engeRequest (

"http://1ocal host: 8080/ acs/chal |l enge',

' base64- encoded- chal | enge-request ',

‘03",

' chal | engel FranmeTi neout ',

chal | engeCont ai ner,

) =>{

consol e. 1 og(' Chal | enge authentication conpl eted successfully');

},
60, // 60 second tineout
() =>{
consol e. 1l og(' Chal |l enge authentication timed out after 60 seconds');
}
)

</script>

</ body>

</htm >

HaBepx



	Реализация аутентификации по 3-D Secure 2.2 при помощи SDK (комплект для разработки ПО)

